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Azure Monitor Agent

&1
@—m Data collection rule association (DCRA) Data collection rule (DCR)
€ ?
= Data types
VM 01 » Data collection configurations
- » Destinations to send data
Data collection rule association (DCRA)
€ >
VM 02 )

https://learn.microsoft.com/en-us/azure/azure-monitor/agents/azure-monitor-agent-overview

Azure monitoring was not designed for Windows telemetry data
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Task Manager — Performance Tab

Task Manager

Performance

CPU
3% 2.63 GHz

Memory
14.8/63.8 GB (23%)

Disk O (F)
HDD (SATA)

o
Wi

Disk 1 (C: D)
550 (SATA)

1%

Disk 2 (E)
55D (NVMe)

nes
o

Ethernet
Ethernet
! o 5 8.0 R: 40.0 Kbps

GPUO
Intel(R) UHD Graphics 750

o
o

GPU 1
MVIDIA GeForce RTX 4060

e
I o

CPU

% Utilization over 80 seconds

= O

E‘a Run new task sen

11th Gen Intel{R) Core(TM) i7-11700K @ 3.60GHz

100%

R R [ S e | S S | WO L T R i W P
P | W S S Ay | S | . P S | ¥ N A R S —
Utilization  Speed Base speed: 3.60 GHz
3%  263GHz Sockes !
Cores: 8

Processes  Threads  Handles Logical processors: 16
267 5426 351432 Virttualization: Enabled

] L1 cache: 640 KB
Up time 2 cache: 40MB
7:01:07:57 L3 cache: 16.0 MB




Task Manager — Detail Tab

L, - i N -
Task Manager Q. Type a name, publisher, or PID to search
= Details Fa Rrun new task see
B Name PID Status User name CPU Memory (a.. Archite.. Description
[85] Systemn Idle Process 0 Running SYSTEM 96 8K Percentage of time the processor is idle
@ Camera Hub.exe 26376 Running Benny 0 408,456 K =64 Carnera Hub
Systern 4 Running SYSTEM 0 12K MNT Kernel & Systemn
E—) MsMpEng.exe 4938 Running SYSTEM 0 221,864 K Antimalware Service Executable
¥R Taskmgr.exe 30564 Running Benny 00 47812 K 64 Task Manager
e swchost.exe 374 Running SYSTEM 00 14752 K =64 Host Process for Windows Services
:EfﬁWmiPwSE.exe 6944 Running METWORK... 00 35372K  xbd WMI Provider Host
2 ] WhatsApp.exe 24072 Running Benny 00 198,082 K x64 Whatshpp.exe
[8] System interrupts - Running SYSTEM 00 0K Deferred procedure calls and interrupt service routines
I = E Motepad.exe 28492 Running Benny 00 1932 K xbd Motepad.exe
® StreamDeck.exe 280%2  Running Benny 00 230,272 K xbd Stream Deck
{;3 uONENOTE.EKE 1396 Running Benny 00 83276 K x86 Microsoft OneMote
& msedgewebview2.exe 24534 Running Benny 00 5436 K xbd WebView2 GPU Process
:E?ﬁWmiPNSE.ace 19648  Running LOCAL SE... 00 4 240K x64 WM Provider Host
EOUTLOOK.EXE 12224 Running Benny 00 158,836 K x86 Microsoft Qutlock
@‘ chrome.exe 27012 Running Benny 00 B4.124 K xbd Google Chrome
E chrome.exe 12824 Running Benny 00 19,352 K =64 Google Chrome
-_explurer.exe 33368  Running Benny 00 134536 K =64 Windows Explorer
4" Slack.exe 17436 Running Benny 00 828448 K xbd Slack
@Ighub_system_tray.ace 27336 Running Benny 00 23.272K b4 G HUE
& Onelrive.exe 10700 Running Benny 00 38, 712K xbd Microsoft OneDrive
4" Slack.exe 23716 Running Benny 00 21124 K x84 Slack
W] ShellHost.exe 5340 Running Benny 00 10,700 K =64 ShellHost
ﬂDropbox.exe 28360 Running Benny 00 28924 K  xbd Dropbox
® ControlCenter.exe 14672 Running Benny 00 63,002 K x64 Elgate Control Center
.NVDisplay.Container... 2n2 Running SYSTEM 00 26,880 K xb4 MNVIDIA Container
EW] svchost.exe 253892 Running METWORK... 00 736K Host Process for Windows Services
EDropbox.exe 26872 Running Benny 00 428080 K xbd Drophox
wms-teams.exe 2376 Running Benny 00 17,232 K xbd Microsoft Teams
i aGreenshot.Exe 27304  Running Benny 00 186,792 K x64 Greenshot
= CSI55.EXE 37340 Running SYSTEM 00 1,640 K Client Server Runtime Process




e Monitor

File Monitor Help

Resource Monitor

Overview (CPU Memory Disk Metwork
CPU B 25t cPU Usage ™ 82% Maximum Frequency A { } | Wiews -
[ Image PID Description Status Threads CPU Average CPU CPU 1003
|:I backgroundTaskHost.exe Background Task Host Suspended 13 o 0.00
i |:I Lock&pp.exe Lockbpp.exe Suspended 25 o 0.00
|:I ShellExperienceHost exe Windows Shell Experience Host Suspended 28 o 0.00
| |:I SystemSettings. exe Settings Suspended 33 o 0.00
|:I System Interrupts - Deferred Procedure Calls and Interrupt Service Routines Running - o 0.74
|:I Camera Hub.exe 26376 Camera Hub Running 110 1 0.51
|:I perfman,.exe 31328 Resource and Performance Maonitor Running 20 o 0.47 60 Seconds 0% -
[ Taskmgr.exe 30564  Task Manager Running 35 0 0.32 Disk 1 MB/sec
|:I WmiPrvSE.exe 6544 WHMI Provider Host Running 10 o 0.30
—i " A AT L Lo A n - oA - an
Disk ¥ 343 KB/sec Disk /O B 2% Highest Active Time A-
Image PID File Read [B/secd) Write (B/sec) Total (B/sec) I_e'é Priority Response Time ...
CQUTLOOK.EXE 12224 Chlsers\Benny'AppDatatLocal\Temp'\Cutlook Logging OUT... o 158 158 Marmal 2
System 4 Ch\Windows'PrefetchtPERFMOMN.EXE-BDSADS25, pf o T02 702 Marmal 2
System 4 ChWindows\System32\LogFiles\WM\RtBackup\EtwRTWDC. ... o 95 95 Mormal 2
System 4 ChlUsers\Benny\AppData'Roaming\Microsoft\PowerPoint\Tri... Ogd 91,317 92,230 Mormal 2
POWERPNMT.EXE 22043 ChUsers\Benny'\AppData'Roaming \Microsoft\PowerPoint\p... o 2E,244 26,244 Mormal 2
System 4 ChWindows\System32\LogFiles\WMI\MNetCore. et o 8,937 8,937 Marmal 2
System 4 ChUsers\Benny\AppData\Roaming'\Elgato\CameraHub\logs\... o 455 455 Marmal 1
System 4 Ch\Windows\appcompat\Programs‘Amcache hve, LOG2 o 1,274 1,274 Marmal 1 |i| |'| Iy
perfman.exe 31328 Ch\Windows\System32vwdc. dll 2,084 ] 2,094 Marmal 1 ."""-"I |,|| ."
Coeis " T Pl et TAC L LOUC TS CAE 4 C 4 CAA n nar nar B L 4 0
Network B 2 Kbps Netwaork /O B 05 Metwork Utilization A Memory 100 Hard Faults/sec
Image PID Address Send [B/sec) Receive (B/sec) Tot\él [B/sed)
Dropbox. exe 26872  1682.,125.21.2 356 50 407
ControlCenter.exe 14672 192.168.2.59 75 201 276
ControlCenter.exe 14672 192.168.2.64 75 199 274
taskhostw, exe 14048  51.104.136.2 47 157 204
svchost.exe [LocalServiceAndMo... 3480 239,255,255.250 0 177 177
Slack.exe 7856 ec2-3-65-102-105 eu-central-1.compute.amazonaws.com &7 96 163
OUTLOOK.EXE 12224 40.959.149.98 0 129 129
f svchost.e:ge [NetwprkSenrice -pl 2824 mdns.mecast.net 35 B2 103




B rrocess Explorer - Sysinternals: www.sysinternals.com [DARCOLABS\Benny] — O

File Options View Process Find  Users Help

H|GD|-'_: Q;X|,O@ ! ! | | | . ‘ D |{Fifterbyname>
Process | CPU | Private Bytes | Working Set | FID ‘ Description | Company Name
[87 Registry
[87 System Idle Process
=l [ System
[87 Intemupts
[87 smasexe cPU
[®7 Memory Compression
[A7 carss.exe
= [8 7 wininit exe
= |87 services exe
[ [m=] svchost exe
[®7 WmiPrvSE exe
[®7 WmiPrvSE exe
[87 MolsoCoreWorker exe
[87 dihost exe

Q Systern Information

Summary ©PU  Memory IO GPU

M A‘f""'lllk‘l'l ..\IAU. f _Iil."n
= .I”H ja ﬂﬁl AN l'i
3.20%

Totals CPU Topology

Handles 164,327 Context Switch Delta 15,329 Cores &
Threads 5,326 Interrupt Delta 8,579 Sockets 1
Processes 323 DPC Delta 678 Logical Processors 12

= N T, L T

CPU Usage: 5.15%  Commit Char

[]show one graph per CPU




Performance Monitor

r
@ Performance Monitor
() File Action View Window Help - & x
e 2E = H
@ Ph_erforménc.e B <| S vl | Add Counters bl
~ g Monitoring Tools
. & Performance Monitor 100 —=—= Available counters Added counters
v L3 Data Collector Sets " Select counters from computer: I
[ User Defined PUtEr: Counter Parent Inst... Computer L T T T ] |
o —E System <Local computer = ~ Browse...
7 System Diagnostics 801
¥ System Performance Teredo Server ¥
_:n,i‘ Event Trace Sessions Terminal Services ~
[ Startup Event Trace Sessions Active Sessions
R —h Reports i Inactive Sessions
ﬁ User Defined Total Sessions
A ﬁ 53['5':3"1 Terminal Services Session v
’ —F :ystem Elz:fgnostlcs =1 Thermal Zone Information v
3 stem Performance
-y Thread v
i Instances of selected object:
<Al instances = | |
0
| o 1 T\-T——/‘\/\_K__W
G—ﬁ 10 — | = = T
4:57:45 PM 11 i 4:57:25 PM 4:57:35 PM 4:57:44 PM
12
12 ) X
Maximum 7.342 Duration 1:40
| ~ Search
Show Col
] Add == Remove <<
v
[v -
|7 ["I5how description oK Cancel
[ .
v 1.0 % Processor Time _Total --- Processor WLANCELOT
|7 1.0 % User Time _Total --- Processor WLAMCELQT
|7 0.0m Interrupts/sec _Total --- Processor WLAMNCELQT




W Project Hydra  B% OneDrive DevCent..  Screenshot provided by Marcel Meurer [ All Bookmarks

Microsoft Azure R Search resources, services, and docs (G+/) ﬁ? @ @ R'_V‘ mm-admin@ITProClou... &

ITPROCLOUD.DE &P

Home > Data collection rules > microsoft-avdi-westeurope Add data source Azure MOﬂItOI’ Agentx

Data collection rules <« = microsoft-avdi-westeurope | Data sources < .
ITProCloud.de == Data collection rule p | Azu re Log AnalytICS 4

*Dat Destinati H
—+ Create 5@:3 Manage view ~ *** ‘,O Search « + Add [Il] Delet w snenen AVD IﬂSlghtS

Select which data source type and the data to collect for your resource(s).

>
m

- : Overview
‘ Filter for any field... | 8 ‘ 2 Filter by name... D Data source type *
E Activity log Performance Counters ~
o We are previewing a new Browse * ’OR Access control (IAM) D Data source
R e D Choose Basic to enable the collection of performance counters. Choose Custom if you want more control over which performance

€ Tags Performance Counters counters are collecteg

Name T . -
v Settings D Windows Event Logs C

g hydra-itpc-dev O Locks Configure the perfor s to collect, and how often they should be sampled:

Q microsoft-avdi-westeurope " |

~ Configuration
Performance counter Sample rate (seconds)
| . Data sources

Azure o

Vv Automation

\Memon/\% Committed Bytes In Use ‘ 30

\Memony\Available Bytes ‘ 60

|
O |
D \Memony\Committed Bytes ‘ 60 ‘
u e: Policies (Preview)
M o n Ito r D \Memory\Cache Bytes ‘ 60 ‘
/= CU/PS
D \Memorny\Pool Paged Bytes ‘ 60 ‘
7. Tasks (preview)
D \Memony\Pool Nonpaged Bytes ‘ 60 ‘
[Z] Export template
\Memony\Pages/sec ‘ 30 ‘
' Security
\Memory\Page Faults/sec ‘ 30 ‘
» ldentity
D \Process(_Total)\Working Set ‘ 60 ‘
" Monitoring
D \Process(_Total\Working Set - Private ‘ 60 ‘
Bl Alerts
@ Metrics Showing 11 - 20 of 59 results. < 1 2 3 4 5 >

Diagnostic settings

i Logs

‘Z‘ Page| 1T 0w ‘oﬂ |Z‘ ' Help ml Next : Destination > ” Cancel

~ Support + =




Performance Counter Path Syntax

\\ComputerName\ObjectName(Objectinstance)\ObjectCounter

Obiject

= Counterset

"\Processor(_TotaI)_"

A counterset is a grouping of performance data within a provider
A counter is the definition of single piece of performance data
An instance is an entity about which performance data is reported




Windows Performance Counters

Consistent interface for collecting various kinds of system data

« A provider is a software component that generates and publishes
performance data

* A counterset (or object) is a grouping of performance data within
a provider

* A counter is the definition of single piece of performance data
* An instance is an entity about which performance data is reported

* A counter value is the value of a single piece of performance
counter data

* The counter type indicates the type of the counter's raw value
and indicates what the counter's raw value represents



- Windows Performance Counters

« Single-instance countersets always contain data for exactly one
Instance
= « Multi-instance countersets contain data for a variable number of
Instances
A consumer is a software component that makes use of
performance data. It periodically collects and records the data
from a provider's counterset:

— GUI: Task Manager, Resource Monitor, Performance Monitor, and
Sysinternals Process Explorer

— CMD: Typeperf.exe, Logman.exe, and Relog.exe
— EUC Score: Simload Base Counters, Telemetry Collector, Data Miner




Performance API Architecture

Consumer Proce

Consumer Code

P No admin

PDH"d I priVilegeS

Registry APIs
(HKEY PERF_DATA)

l

V1 Provider DLL

V2 Consumer APIs

V2 User-mode
Provider (Process)

Deprecated Windows Kernel V2 Kernel-Mode
(PCW.sys) Provider (Driver)



https://learn.microsoft.com/en-us/windows/win32/perfctrs/about-performance-counters

Windows Performance Data Helper DLL — PDH.dII

| |+ = | Systern32 = O x
Home Share View ndh.dll Properties R 7]
| & N » This PC » Local Disk (C:) » Windows » System32 w General Securty Detals  Previous Versions

Speech_OneCore *  Mame Date modil \j |pdh_dll | )
System [m=] powrun.exe 10127202
| System32 1% pewurn.dll 1277720087 Typeoffile:  Application extension {.dll)
| SystemApps IT‘I pewutl.dl 10/12/202 Opens with:  Unknown application Change...
| pdh.dil 10/12/202
SystemResources = _ mp——
SveternTem IT‘I pdhui.dil 121772013 Location: C:\Windows \System32
y P ] PeerDist.dll 101272003 7B (283,648 by
= ize: . es
SysWOwed ] PeerDistAD.d 10/12/202
TAP! [ PeerDistCacheProvider.dll 10/12/2023 | Sizeondisk: 280 KB (286,720 bytes)
Tasks |:] PeerDistCleaner.dll 10/12/202
~ Created: Thursday, October 12, 2023, 10:41:03 AM
Temp [] PeerDistHttpTrans.dll 1001272023 o0 HrEaay, Hetoher
tracing |:I PeerDistSh.dll 107127202 Modified: Thursday, October 12, 2023, 10:41:03 AM
twain 33 |%] PeerDistSve.dll 10/12/202 Accessed:  Today, Movember 1, 2023, 17 minutes ago
! h |:] PeerDistWsDDiscoProv.dll 10/12/202
Vss pegi.rs 12/7/2019 1 Atributes: []Readonty [ ]Hidden Advanced...
Waas pegi-pt.rs 12/7/2019 |
Web ] PeopleAPls.dll 10/12/202
Win5x5 |:] PeopleBand.dll 10/12/202
- D |:] PerceptionDevice.dll 10/12/202

sa E(E) v IT‘I PerceptionSimulation.ProxyStubs.dll 127772019 oK Cancel Apply v

| 4956iterns  1itern selected 277 KB =

API: https://learn.microsoft.com/en-us/windows/win32/api/pdh/



https://learn.microsoft.com/en-us/windows/win32/api/pdh/
https://learn.microsoft.com/en-us/windows/win32/api/pdh/
https://learn.microsoft.com/en-us/windows/win32/api/pdh/

Relevant RDSH/AVD/Win365 Perf Counters

\Processor(_Total)\% Processor Time
\System\Processor Queue Length
\System\Context Switches/sec

\System\Processes

\Memory\Available MBytes
\Process(_Total)\Working Set
\PhysicalDisk(_Total)\Disk Read Bytes/sec
\PhysicalDisk(_Total)\Disk Write Bytes/sec
\PhysicalDisk(_Total)\Disk Transfers/sec
\PhysicalDisk(_Total)\Avg. Disk Queue Length

Core Telemetry /| Base Counters

\Terminal Services\Active Sessions
\Terminal Services\Total Sessions
\Processor(_Total)\Interrupts/sec
\Processor(_Total)\% Interrupt Time
\System\File Read Operations/sec
\System\File Write Operations/sec
\Memory\Free System Page Table Entries
\Memory\Page Faults/sec
\Memory\Pages/sec

\Memory\Pool Nonpaged Bytes
\Memory\Pool Paged Bytes



~  Relevant RDSH/AVD/Win365 Perf Counters

\Terminal Services Session(RDP-Tcp x)\% Processor Time
\Terminal Services Session(RDP-Tcp x)\Working Set
\User Input Delay per Session(Max)\Max Input Delay
\Network Interface(*)\Output Queue Length

\Network Interface(*)\Current Bandwidth

\Network Interface(*)\Packets Received Unicast/sec
\Network Interface(*)\Packets Received Non-Unicast/sec

\Network Interface(*)\Packets Sent Unicast/sec

\Network Interface(*)\Bytes Received/sec
\Network Interface(*)\Bytes Sent/sec

)
)
\Network Interface(*)\Packets Sent Non-Unicast/sec
)
)
)

\Network Interface(*)\Bytes Total/sec

No Total Instance




Relevant RDSH/AVD/Win365 Perf Counters

\RemoteF X Network(*)\Current TCP Bandwidth TCP Bandwidth detected in bits per second (bps)
\RemoteFX Network(*)\Current TCP RTT Average TCP round-trip time (RTT) detected in ms
\RemoteF X Network(*)\Current UDP Bandwidth UDP Bandwidth detected in bits per second (bps)
\RemoteFX Network(*\Current UDP RTT Average UDP round-trip time (RTT) detected in ms
\RemoteF X Network(*)\Loss Rate Loss percentage

\RemoteFX Network(*)\TCP Received Rate Rate in bps at which data is received over TCP
\RemoteFX Network(*)\TCP Sent Rate Rate in bps at which data is sent over TCP
\RemoteFX Network(*)\UDP Received Rate Rate in bps at which data is received over UDP

)
)
)
)
)
\RemoteF X Network(*)\Retransmission Rate Percentage of packets that have been retransmitted
)
)
)
\RemoteF X Network(*)\UDP Sent Rate Rate in bps at which data is sent over UDP



Relevant RDSH/AVD/Win365 Perf Counters

\RemoteF X Graphics(*)\Graphics Compression ratio Ratio of bytes encoded to bytes input

\RemoteF X Graphics(*)\Average Encoding Time Average frame encoding time
\RemoteFX Graphics(*)\Frame Quality Quality of the output frame

\RemoteFX Graphics(*)\Input Frames/second Number of sources frames

\RemoteFX Graphics(*)\Output Frames/second Number of frames sent to the client
\RemoteF X Graphics(*)\Source Frames/second Number of frames composed by source

\RemoteF X Graphics(*)\Frames Skipped/second — Insufficient Client Resources
\RemoteF X Graphics(*)\Frames Skipped/second — Insufficient Network Resources

\RemoteFX Graphics(*)\Frames Skipped/second — Insufficient Server Resources



- Citrix HDX on Windows 365

\ICA Session(Console (UserName))\EDT bandwidth available (bps)
\ICA Session(Console (UserName))\Input Session Bandwidth
\ICA Session(Console (UserName))\Output Session Bandwidth

\ICA Session(Console (UserName))\Output Session Compression
\ICA Session(Console (UserName))\Latency - Last Recorded
\ICA Session(Console (UserName))\Latency - Session Average
\ICA Session(Console (UserName)\EDT RTT
\ICA Graphics(&lt;n&gt;)\BitRate - Current
\ICA Graphics(&lt;n&gt;)\Frame Rate - Current FPS
\ICA Graphics(&lt;n&gt;)\Frame Rate - Input FPS
\ICA Graphics(&lt;n&gt;)\Frame Rate - Target FPS
\ICA Graphics(&It;n&gt;)\Thinwire Average Input FPS

(

(

(

( (
( (
( (
— \ICA Session(Console (UserName))\Input Session Compression
( (
( (
( (
( (

\ICA Graphics(&lt;n&gt;)\Thinwire Average Output FPS
\ICA Graphics(&lt;n&gt;)\Thinwire Bandwidth Estimate (bps)
\ICA Graphics(&lt;n&gt; \Thinwire Latency Estimate (ms)




Omnissa Blast on Windows 365

\Horizon Blast Session Counters(Session ID:
\Horizon Blast Session Counters(Session ID:
\Horizon Blast Session Counters(Session ID:
\Horizon Blast Session Counters(Session ID:
\Horizon Blast Session Counters(Session ID:
\Horizon Blast Session Counters(Session ID:
\Horizon Blast Session Counters(Session ID:
\Horizon Blast Session Counters(Session ID:
\Horizon Blast Session Counters(Session ID:
\Horizon Blast Imaging Counters(Session ID:
\Horizon Blast Imaging Counters(Session ID:
\Horizon Blast Imaging Counters(Session ID:
\Horizon Blast Imaging Counters(Session ID:
\Horizon Blast Imaging Counters(Session ID:
\Horizon Blast Imaging Counters(Session ID:

(
(
(
(
(
(
(
(
(
(
(
(

\Horizon Blast Imaging Counters(Session ID:

n; (main))\Estimated Bandwidth (Uplink)

n; (main))\Instantaneous Transmitted Bytes over TCP

n; (main))\Instantaneous Transmitted Bytes over UDP

n; (main

)\Instantaneous Received Bytes over TCP
\nstantaneous Received Bytes over UDP
)

n; (main))\Packet Loss (Uplink)

n; (main))\Jitter (Uplink)

n; (main) \RTT

n; (main))\Automatic Reconnect Count

)
)
)
n; (main)
)
)
)
)

n; Channel:
n; Channel:
n; Channel:
n; Channel:
n; Channel:
n; Channel:
n; Channel:

Imaging; (main))\Frames per second
Imaging; (main))\Dirty frames per second
Imaging; (main))\FBC Rate

Imaging; (main))\Poll Rate

)

Imaging; (main))\Outbound Bandwidth (Kbps)

Imaging; (main))\Inbound Bandwidth (Kbps)
)

Imaging; (main))\Out Queueing time (us)




Collecting Performance Metrics

Command Line, Scripting and more...




Command Line Tools

« Typeperf writes performance data to the command window or to a log file

https://learn.microsoft.com/en-us/windows-server/administration/windows-
commands/typeperf

 Logman creates and manages Event Trace Session and Performance logs
and supports many functions of Performance Monitor from the command line

* Relog extracts performance counters from performance counter logs into
other formats, such as text-TSV (for tab-delimited text), text-CSV (for
comma-delimited text), binary-BIN (BLG), or SQL

These tools are very powerful, but not easy to use



https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/typeperf
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/typeperf
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/typeperf
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/typeperf
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/typeperf
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/typeperf
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/typeperf

C:\Usersibenny.DARCOLABS»typeperf -q processor
‘“processor{*)\% Processor Time
\processor(*)\% User Time
Wprocessor(*)\% Privileged Time
\processor(*)\Interrupts/sec
\processor(*)\% DPC Time
“processor(*)\% Interrupt Time
‘processor{*)\DPCs Queued/sec
\processor(*)\DPC Rate
L Idle Time

Cl Time

C2 Time

C3 Time
wprocessor(*)\C1 Transitions/sec
wprocessor(*)\C2 Transitions/sec
Wprocessor(*)\C3 Transitions/sec

The command completed successfully.
C:\Users\benny.DARCOLABS>typepert "\Processor(_ Total)\% Processor Time"

"{PDH-CSV 4.8)", "\\MERLIN\Processor(_ Total)\% Processor Time"
"98/22/2824 ©9:13:53.884","1.819657"
"@8/22/2824 ©9:13:54.988","1.991526"
"98/22/2824 ©9:13:55.912","1.4453p4"
"@8/22/2824 ©9:13:56.918","1.629618"
"98/22/2824 ©9:13:57.928","5.375511"
"98/22/2824 ©9:13:58.942","0.992405"
"@8/22/2824 ©9:13:59.956","3.538964"

3

1

2

8

"98/22/2824 ©9:14:81.969","1.571992"
"98/22/2824 ©9:14:82.977",
"98/22/2824 89:14:83.989",

.A472848"

"98/22/2824 ©9:14:86.957","3.468074"
"8.286885"

The command completed successfully.

C:\Users\benny.DARCOLABS:




PowerShell

Performance Counters

Get-Counter -ListSet "Processor"
(Get-Counter -ListSet "Processor").Paths
(Get-Counter -ListSet "Processor").PathsWithinstances

Get-Counter -Counter "\Processor(_Total)\% Processor Time" -Samplelnterval 2 -
MaxSamples 3

$CounterList = "\Processor(_Total)\% Processor Time", "\System\Processor Queue Length",
"\Memory\Available MBytes", "\Process(_Total)\Working Set", "\PhysicalDisk(_Total)\Disk
Read Bytes/sec", "\PhysicalDisk(_Total)\Disk Write Bytes/sec", "\PhysicalDisk(_Total)\Disk
Transfers/sec", "\PhysicalDisk(_Total)\Current Disk Queue Length", "\System\Context
Switches/sec", "\System\Processes"

Get-Counter -Counter $CounterList -Samplelnterval 1 -MaxSamples 20

https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.diagnostics/get-counter



https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.diagnostics/get-counter
https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.diagnostics/get-counter
https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.diagnostics/get-counter
https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.diagnostics/get-counter
https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.diagnostics/get-counter
https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.diagnostics/get-counter

Dealing With Localized Counter Names

« The most severe limitation of Get-Counter are the localized
counter names

« There are two API functions you can use to convert localized
counter names to id numbers and vice versa

— Get-PerformanceCounterld takes a localized performance counter name
and translates it to a language-agnostic id number

— Get-PerformanceCounterLocalName does the opposite and translates the
id number to the appropriate local name

https://powershell.one/tricks/performance/performance-counters

https://powershellmagazine.com/2013/07/19/querying-performance-counters-from-powershell/



https://powershell.one/tricks/performance/performance-counters
https://powershell.one/tricks/performance/performance-counters
https://powershell.one/tricks/performance/performance-counters
https://powershellmagazine.com/2013/07/19/querying-performance-counters-from-powershell/
https://powershellmagazine.com/2013/07/19/querying-performance-counters-from-powershell/
https://powershellmagazine.com/2013/07/19/querying-performance-counters-from-powershell/
https://powershellmagazine.com/2013/07/19/querying-performance-counters-from-powershell/
https://powershellmagazine.com/2013/07/19/querying-performance-counters-from-powershell/
https://powershellmagazine.com/2013/07/19/querying-performance-counters-from-powershell/
https://powershellmagazine.com/2013/07/19/querying-performance-counters-from-powershell/
https://powershellmagazine.com/2013/07/19/querying-performance-counters-from-powershell/
https://powershellmagazine.com/2013/07/19/querying-performance-counters-from-powershell/

i, Registry Editor

File Edit WView Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE Microsoft\Windows NT\CurrentVersion' Perflib\ CurrentLanguage

VL Perflib M Mame Type Data
> 0 Veprovider sfodi] sz alue ot et
B e ab| Counter REG_MULTI_5Z 11847 2 System 4 Memory & % Processor Time 10 File Read Operations/sec 12 File Write Operations/sec 14 File Co...
| > PerHL::rIr:;torangg:agE " 3'3] Help REG_MULTI_SZ 3 The System performance object consists of counters that apply to more than one instance of a component proce...
£ >
B Registrierungs-Editor — O >

Datei Bearbeiten Ansicht  Favoriten  Hilfe

Computer\HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft\Windows NT\CurrentVersion',Perflib\ 009

VL Perflib || Mame Typ Daten
> ﬁpm""de“ ab) (Standard) REG_SZ (Wert nicht festgelegt)
B ab| Counter REG_MULTI_5Z 11847 2 System 4 Memory & % Processor Time 10 File Read Operations/sec 12 File Write Operations/sec 14 File Co...
| CurrentLanguage 3'3] Help REG_MULTI_SZ 3 The Systern performance object consists of counters that apply to more than one instance of a component proc...
5 PerHwldStorage o
< >
B Registrierungs-Editor — O >

Datei Bearbeiten Ansicht  Favoriten  Hilfe

Computer\HKEY_LOCAL_MACHINENSOFTWARE\Microsoft\ Windows NT\CurrentVersion' Perflib\ CurrentLanguage

v | Perflib A Typ Daten
: _VeProviders REG_SZ (Wert nicht festgelegt)
ﬁ; 3'3] Counter REG_MULTI_5Z 11847 2 Systemn 4 Arbeitsspeicher & Prozessorzeit (%5) 10 Lesevorgdnge/s 12 Schreibvorgdnge/s 14 Dateisteuervorg..,
3}_’] Help REG_MULTI_SZ 3 Das Systern-Leistungsindikatorenobjekt besteht aus Leistungsindikatoren, die far mehrere Instanzen eines Komp...
Currentlanguage
> PerHwldStorage o
< >




Localized Perf Counter Names

Perflib\CurrentLanguage\Counter Perflib\CurrentLanguage\Counter
on a system with English (United States) language  on a system with German language

_ Edit Multi-String * Mehrteilige Zeichenfolge bearbeiten *
Value name: Wertname:
|Cu::urrter | |C|:|urrter
Walue data: Wert:
1| ~ 1 ~
1847 1347
2 2
System System
Memory Arbeitsspeicher
& &
% Processor Time Prozessaormzeai ()
10 10
File Read Operations/sec Lesevorgange.s
12 12
File Write Operations.sec W Schreibvorgange/s W
£ >
Cancel Abbrechen

Computer\HKEY _LOCAL_MACHINE\SOF TWARE\Microsoft\Windows NT\CurrentVersion\Perflib\CurrentLanguage




Get-PerformanceCounterid

function Get-PerformanceCounterId
{
param(
[Parameter(Mandatory) ]
[string] $Name,
$ComputerName = $env:COMPUTERNAME

)

$code = '[DllImport("pdh.dll", SetLastError=true, CharSet=CharSet.Unicode)]public static extern
UInt32 PdhLookupPerfIndexByName(string szMachineName, string szNameBuffer, ref uint
dwNameIndex);'

$type = Add-Type -MemberDefinition $code -PassThru -Name PerfCounter2 -Namespace Utility

[UInt32]$Index = ©
if ($type::PdhLookupPerfIndexByName($ComputerName, $Name, [Ref]$Index) -eq 0)

{

$index

}

else

{

throw "Cannot find '$Name' on '$ComputerName'."

}




Localized Perf Counter Names

PS F:\> Get-Counter -Counter "\System\File Read Operations/sec"
Timestamp CounterSamples

7/30/2020 2:24:42 PM \\hostl\system\file read operations/sec :
359.52894517603

PS F:\> Get-Counter -Counter "\2\10"
Timestamp CounterSamples

7/30/2020 2:24:51 PM \\hostl1\2\10 :
341.618616976008

« Unfortunately, many “localized” counter IDs do not work with Get-Counter
* And the decimal separator — period (.) or a comma (,) — depends on the locale...
 ...as does the 1000 separator (expect big fun with CSV files)




Language-Agnostic Counters

Simload.ini

[Telemetry]

Namel=CPU|%

Counter1=\Processor(_Total)\% Processor Time
Name2=CPU Queue Length
Counter2=\System\Processor Queue Length
Name3=Memory Available|MBytes
Counter3=\Memory\Available MBytes
Name4=Working Set|Bytes
Counter4=\Process(_Total)\Working Set
Name5=Disk Reads|Bytes/sec
Counter5=\PhysicalDisk(_Total)\Disk Read Bytes/sec
Name6=Disk Writes|Bytes/sec
Counter6=\PhysicalDisk(_Total)\Disk Write Bytes/sec
Name7=Disk IOPS
Counter7=\PhysicalDisk(_Total)\Disk Transfers/sec
Name8=Disk Avg. Queue Length
Counter8=\PhysicalDisk(_Total)\Avg. Disk Queue Length
Name9=Context Switches/sec
Counter9=\System\Context Switches/sec
Name10=Processes

Counter10=\System\Processes

Autolt Code

Namel=CPU|%
Counter1=:238\6\(_Total)
Name2=CPU Queue Length
Counter2=:2\44\
Name3=Memory Available|MBytes
Counter3=:4\1382\
Name4=Working Set|Bytes
Counter4=:230\180\(_Total)
Name5=Disk Reads|Bytes/sec
Counter5=:234\220\(_Total)
Name6=Disk Writes|Bytes/sec
Counter6=:234\222\(_Total)
Name7=Disk IOPS
Counter7=:234\212\(_Total)
Name8=Disk Avg. Queue Length
Counter8=:234\1400\(_Total)
Name9=Context Switches/sec
Counter9=:2\146\
Namel0=Processes
Counter10=:2\248\

Get-Counter / TypePerf

CPU|%

-Counter "\238(_Total)\6"
CPU Queue Length
-Counter "\2\44"

Memory Available

-Counter "\4\1382"

Working Set

-Counter "\230(_Total)\180"
Disk Reads

-Counter "\234(_Total)\220"
Disk Writes

-Counter "\234(_Total)\222"
Disk IOPS

-Counter "\234(_Total)\212"
Disk Avg. Queue Length
-Counter "\234(_Total)\1400"
Context Switches/sec
-Counter "\2\146"
Processes

-Counter "\2\248"




Telemetry  Edit  Displays  SysInfo  License  Help  About

SL0-TestScreen
5L1-Acrobat ReaderScroll
5L1-B5PBlending D11
SL1-ChromeAquariumWebGL
SL1<ChromeCarVisualizer
SL1-ChromeFishbowlHTMLS
] SL1<ChromeGif Scroll
SL1-ChromeHtmlScroll
SL1-ChromeMonsterHTMLS
SL1ChromePhotoGallenS
SL1-ChromeVideoConf4
SL1<ChromeVideoConf&
SL1ChromeVideoGrd5

Free Download: EUC Score SL1Chrome\ideoGad9
E;L1'GrlEberld'l|E|pEfl|3L

Base Package SL1-ClothOpenGL

https://eucscore.com/freeware  [JEgEwH
2100
SL1JP

JPEGViewStatic
SL1-MSEdgeAquariumWebGL
5L1-M5EdgeCarVisualizer
5L1-M5EdgeFishbowlHTMLS
SL1-MSEdgeGif Scroll
5L1-M5EdgeHtml Scroll
SL1-M5EdgeMonsterH TMLS
5L1-M5EdgePhaotoGalleny)S
50L1-M5EdgeVideoConf4

Config source: HKCU | Mumber of registered Simloads: 63

Run Simload

Telemetry viewer opened. Click button again to close.

Simload Parameters
Rurtime in seconds:
Left position of window:
Top position of window:
Width {0 = full screen):
Height {0 =full screen):
Display number:

Countdown in seconds:

Collect Telemetry Data

i@ No telemetry data

i} Embedded [SimLoads ini]
i Custom [Telemetry ini]

@ Telemeiry Collector [

CPU Queue Length

0

Memaory Available|MBytes

20150

Working Set|Bytes
15242432512
Disk Reads|Bytes'sec
80478

Disk Writes|Bytes'sec
66033

Disk IOPS

17

Disk Avg. Queue Length
0

Context Switches'sec

35825
Processes

270



https://eucscore.com/freeware

' EUC Score Data Miner

« Data Miner integrates several =
Load Edit SysInfo Inventory Resulis Displays About Exit
supplementary tools
Telemetry.ini
— Collects performance counters
— . . Max. Cycles: 45 Interval: 15 Counters: 1
independently of Simloads |
Cycle #: 0 AutoRun: 0 Countdown: Os
— Writes system information to a text file | processes: o Trigger: 0 Actiity Log: D
in the results folder
— Writes multiple CSV files with
inventory data in the results folder N T
— Collects process information
Press [Start Data Collection] or [F1] to start data collection

— Launches applications

 Data Miner can be used stand- Data Miner runs both with a GUI
alone by copy & paste deployment and from the command line

Free Data Miner Download: https://eucscore.com/freeware | Docs: https://eucscore.com/docs/tools.html



https://eucscore.com/freeware
https://eucscore.com/docs/tools.html

Autolt — PDH_PerformanceCounters

If Not IsString($sCounterWildcardPath) Then Return SetError(l,8,%aCounterList)

If Not $ PDH_bInit Then
$hPDHDLL="pdh .d11"
Else
$hPDHDLL=% PDH hDLLHandle
EndIf

_PDH DebugWrite{" PDH GetCounterList() call, $sCounterkildcardPath="" & $sCounterWildcardPath & _
"', PDH DLL "handle’ (or just 'pdh.dll’):" & $hPDHDLL)

r

It stringleft($sCounterWildcardPath,1)=":" Then

$sCounterWildcardPath=__ PDH_LocalizeCounter($sCounterWildcardPath)

It @error Then Return SetError{@error,8,”")

_PDH Debughrite("Localized *wildcard* counter (from non-localized string):"&fsCounterWildcardPath)
EndIf

$aRet=D11Call ($hPDHDLL,"long", "PdhExpandWildCardPathi”, “ptr",ChrH (@), _
'wstr”,$sCounterwWildcardPath, "ptr”,Chri(@), "dword*" ,$iBufSize, "dword"”,8)
It @error Then Return SetError{2,@error,$aCounterlList)



https://learn.microsoft.com/en-us/windows/win32/api/pdh/nf-pdh-pdhexpandwildcardpathw

CSV Result Files

TimeStamp|1000 CPU%  CPUQueuelength Memery Available|MBytes Working 5et|Bytes  Disk Reads|Bytes/sec  Disk Writes|Bytes/sec  Disk IOP5S  Disk Cueue Length  Context Switches/sec  Processes
2024.08.08 10:30:36.730 0 1 43828 1.721608E+10 0 0 0 0 0 350
2024.08.08 10:30:37.802 160371 O 48808 1.7266%E+10 1588410 623872.5 96.00307 O 41422.38 351
2024.08.08 10:30:38.823 16.24802 0 48806 1.728885E+10 2385041 0 196916 0 55233.54 352
2024.08.08 10:30:39.823 12.55208 O 48804 1.728539E+10 1083131 354221.5 30.8155% 0 24362.56 352
2024.08.08 10:30:40.834 1479185 0 48810 1.728841E+10 0 15866%9.5 268188 0 25856.44 352
2024.08.08 10:30:41.850 13.87708 O 48808 1.725144E+10 1009577 2047257 460234 0 32820.31 352
2024.08.08 10:30:42.861  B.200934 1 43804 1.728834E+10 0 80528.84 B.O6M7E O 29901.39 352
2024.08.08 10:30:43.859 1336615 O 43805 1.728833E+10 0 159098.4 2680124 0 34092.06 352
2024.08.08 10:30:44.236 17.26058 0 48796 1.728805E+10 0 124774.1 2456684 0 44567.18 352
2024.08.08 10:30:45.888 1571634 0 43200 1.728505E+10 0 162253 247313 0 41759.28 352
2024.08.08 10:30:46.913  14.22636 0 43200 1.7282T4E+10 0 622044 2160048 0 3467431 352
2024.02.08 10:30:47.2895 04260932 0 43792 1.725646E+10 0 421594.3 4242533 0 32810.01 352
2024.08.08 10:30:48.913 9435274 0 48801 1.728297E+10 0 181588.1 3447602 0 32847.26 352
2024.08.08 10:30:49.922 1237798 0 48800 1.732184E+10 0 232805.4 36.62416 0 32353.19 353
2024.08.08 10:30:50.965 14.22228 0 48790 1.732325E+10 84723.96 146031 1942027 0 32691.35 353
2024.08.08 10:30:51.940 13.66384 0 48792 1.732352E+10 0 182360 30.35652 O 34137.27 353
2024.08.08 10:30:52.845 1297976 O 48784 1.733555E+10 0 216170.4 31.86481 0 33511.35 353
2024.08.08 10:30:53.964 B.67326 O 48781 1.733713E+10 0 21109.59 148483 0 29580.76 353
2024.08.08 10:30:54.938 9.81427 O 48784 1.733138E+10 0 63610.1 5824227 0 3224277 353
2024.08.08 10:30:55.981 7.288457 0 48784 1.733362E+10 0 140021.6 16.0889% O 31924.67 353




What is missing?

« GPU Performance Counters
— 3D (rendering)

— Video Decode
— Video Encode (NVIDIA) / Video Processing (AMD, INTEL)
— Dedicated Memory (Frame Buffer)
* Network Performance Counters
— \Network Interface(_Total)\Bytes Received/sec

— \Network Interface(_Total)\Bytes Sent/sec
« User Session ID — Auto-Detect




- Beyond Standard Performance Counters

EUC Score Telemetry Collector GUI

CPU|%
11

CPU Queue Length

0
e s « Core Telemetry / Base Counters

Working Set|Bytes
12491984896
Disk Reads|Bytesisec
65600

Disk Writes|Bytes/sec

166102

Disk I1OFS

21 Context 5
DikAvg. Queue Length Avatar Telemetry Collector » :
0

Context Switches'sec

17542
Processes

325




Perf Counters in EUC Score Telemetry Collector

CPU \Processor(_Total)\% Processor Time
\System\Processor Queue Length
p— Memory \Memory\Available Mbytes
\Process(_Total)\Working Set
Storage \PhysicalDisk(_Total)\Disk Read Bytes/sec

\PhysicalDisk(_Total)\Disk Write Bytes/sec
\PhysicalDisk(_Total)\Disk Transfers/sec (IOPS)
\PhysicalDisk(_Total)\Current Disk Queue Length

System \System\Context Switches/sec
\System\Processes

Network TC::network received(_Total)
TC::network sent(_Total)

GPU TC::GPU load(_Total)\3D

TC::GPU load(_Total)\Video Decode
TC::GPU load(_Total)\Video Processing
TC::GPU frame buffer(_Total)




Telemetry Collector — TelemetryDataConfig.xmi

<?xml version="1.0" encoding="utf-8" ?>
<TelemetryDataConfig>
<RefreshRate>1000</RefreshRate>
<CounterDefinitions>
<!-- Standard Counters -->
<Counter Name="CPU" Unit="%">
<CategoryName>Processor</CategoryName>
<CounterName>% Processor Time</CounterName>
<InstanceName>_Total</InstanceName>
</Counter>
<Counter Name="CPU Queue Length">
<CategoryName>System</CategoryName>
<CounterName>Processor Queue Length</CounterName>
</Counter>
<Counter Name="Memory Available" Unit="MBytes">
<CategoryName>Memory</CategoryName>
<CounterName>Available Mbytes</CounterName>
</Counter>
</CounterDefinitions>
</TelemetryDataConfig>

C++ Code Base
Single-instance counters
plus additional metrics




TC-specific Metrics

<Counter Name="Network Received" Unit="KBytes/sec">
<CategoryName>TC::network received</CategoryName>
<InstanceName>_Total</InstanceName>

</Counter>

<Counter Name="Network Sent" Unit="KBytes/sec">
<CategoryName>TC::network sent</CategoryName>
<InstanceName>_Total</InstanceName>

</Counter>

<Counter Name="GPU 3D" Unit="%">
<CategoryName>TC::GPU load</CategoryName>
<CounterName>3D</CounterName>
<InstanceName>_Total</InstanceName>

</Counter>

<Counter Name="GPU Video Decode" Unit="%">
<CategoryName>TC::GPU load</CategoryName>
<CounterName>Video Decode</CounterName>
<InstanceName>_Total</InstanceName>

</Counter>

<Counter Name="GPU Video Processing" Unit="%">
<CategoryName>TC::GPU load</CategoryName>
<CounterName>Video Processing</CounterName>
<InstanceName>_Total</InstanceName>

</Counter>

<Counter Name="GPU Memory" Unit="MBytes">
<CategoryName>TC::GPU frame buffer</CategoryName>
<InstanceName>_Total</InstanceName>

</Counter>

<Counter Name="Session CPU" Unit="%">
<CategoryName>Terminal Services Session</CategoryName>
<CounterName>% Processor Time</CounterName>
<InstanceName>TC::current RDP session</InstanceName>

</Counter>



Call to Action

If you want to learn more about
EUC Score, send me an emaiil

info@eucscore.com

https://eucscore.com
https://eucscore.com/results

NOTE: The EUC Score toolset is free for
community benchmarking tests when the
results are made freely available to the public



https://eucscore.com/
https://eucscore.com/results

Thank You

Benny Tritsch | info@eucscore.com
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