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Classic RDP versus 
Side-by-Side (SxS) RDP 



Remote Desktop Protocol

Classic RDP

• Inbound Connections

• Introduced: 1998 (RDP 4.0)

• Client: MSTSC (mstscax.dll) –

retirement phase

• Refresh: With OS updates

• Evolution themes: Security, 

graphics & performance (UDP), 

connectivity, device & input

• Current focus: Security, cloud and 

cross-platform

Side-by-Side RDP

• Reverse Connections (outbound)

• Introduced: 2019 with WVD/AVD

• Installed as part of the AVD agent

• Client: Windows App

• Refresh: Every 4 weeks

https://learn.microsoft.com/en-

us/azure/virtual-desktop/whats-new

• Based on URCP (Universal Rate 

Control Protocol) & WebSockets (TCP)

• RDP Shortpath (STUN, TURN)
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Side-by-Side Stack for RDP

• Per-session perf counter 

instances are named 

"RDP-SXS sessionID" 

• SxS RDP can be installed 

in addition to the classic 

RDP protocol (RDP-TCP) 

and to other remoting 

protocols (HDX, Blast)

• Update without server 

reboot or user disconnect







SxS Stack for 

RDP

WVD VM





Universal Rate Control Protocol

• https://www.microsoft.com/en-us/research/publication/urcp-

universal-rate-control-protocol-for-real-time-communication-

applications/ (June 2013)

• https://www.microsoft.com/en-us/research/wp-

content/uploads/2016/02/msrtech-report.pdf
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Query Session

[User Sessions]

Session1: SessionName=Services, UserName=N/A, SessionID=0, State=Disconnected

Session2: SessionName=Console, UserName=BernhardTritsch, SessionID=6, State=Active

Session3: SessionName=31C5CE94259D4006A9E4, UserName=N/A, SessionID=65536, State=Listen

Session4: SessionName=RDP-Tcp, UserName=N/A, SessionID=65537, State=Listen

Session5: SessionName=rdp-sxs250225880, UserName=N/A, SessionID=65538, State=Listen

HDX Session

[User Sessions]

Session1: SessionName=Services, UserName=N/A, SessionID=0, State=Disconnected

Session2: SessionName=Console, UserName=N/A, SessionID=1, State=Connected

Session3: SessionName=rdp-sxs250225880#0, UserName=BernhardTritsch, SessionID=3, State=Active

Session4: SessionName=31C5CE94259D4006A9E4, UserName=N/A, SessionID=65536, State=Listen

Session5: SessionName=RDP-Tcp, UserName=N/A, SessionID=65537, State=Listen

Session6: SessionName=rdp-sxs250225880, UserName=N/A, SessionID=65538, State=Listen

SxS RDP Session



Silent Update of the SxS RDP Protocol
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Why remoting clients can 
exhibit screen artifacts



Remoting Client Remoting Host
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Transmit
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GPU
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Perceived User Experience Score | Telemetry Data



…AND 

ARTIFACTS

DO

Cloud Desktops



Block Artifacts or Tiling



Striping



Blurriness 



Mosquito Noise 



The Future of the RDP Protocol

• Better out-of-box automatic adaptation

• Codecs: H.264/AVC – H.265/HEVC – AV1 (Challenge: patents 

and CPU/GPU capabilities)

• HOT: Pluggable codecs to adjust quickly

• AI in remoting protocols – goal is to eliminate artifacts on the 

client

• DLSRR (Deep Learning-based Screen and Remote Rendering) 

with NPU + GPU





How RDP bandwidth 
consumption depends on 
desktop visibility



DrTritsch.com

How Screen 

Resolution 

Impacts AVD 

Resource 

Consumption -

And Why 

Minimized 

Windows 

Behave 

Differently
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How localized performance 
counters break monitoring



Performance Counter Path Syntax

Processor _Total % Processor Time"\ ( )\ "

Object

= Counterset
Counter

Instance

\\ComputerName\ObjectName(ObjectInstance)\ObjectCounter

A counterset is a grouping of performance data within a provider

A counter is the definition of single piece of performance data

An instance is an entity about which performance data is reported



Components Performance Counters

CPU \Processor(_Total)\% Processor Time

\System\Processor Queue Length

Memory \Memory\Available Mbytes

\Process(_Total)\Working Set

Storage \PhysicalDisk(_Total)\Disk Read Bytes/sec

\PhysicalDisk(_Total)\Disk Write Bytes/sec

\PhysicalDisk(_Total)\Disk Transfers/sec (IOPS)

\PhysicalDisk(_Total)\Current Disk Queue Length

System \System\Context Switches/sec

\System\Processes

Network TC::network received(_Total)

TC::network sent(_Total)

GPU TC::GPU load(_Total)\3D

TC::GPU load(_Total)\Video Decode

TC::GPU load(_Total)\Video Processing

TC::GPU frame buffer(_Total)

Most Relevant EUC Performance Counters



\Terminal Services\Active Sessions Number of active sessions

\Terminal Services\Total Sessions Number of total sessions

\RemoteFX Graphics(*)\Graphics Compression ratio Ratio of bytes encoded to bytes input

\RemoteFX Graphics(*)\Average Encoding Time Average frame encoding time

\RemoteFX Graphics(*)\Frame Quality Quality of the output frame

\RemoteFX Graphics(*)\Input Frames/second Number of sources frames

\RemoteFX Graphics(*)\Output Frames/second Number of frames sent to the client

\RemoteFX Graphics(*)\Source Frames/second Number of frames composed by source

\RemoteFX Graphics(*)\Frames Skipped/second – Insufficient Client Resources

\RemoteFX Graphics(*)\Frames Skipped/second – Insufficient Network Resources

\RemoteFX Graphics(*)\Frames Skipped/second – Insufficient Server Resources

Relevant RDSH/AVD/Win365 Perf Counters



\RemoteFX Network(*)\Current TCP Bandwidth TCP Bandwidth detected in bits per second (bps)

\RemoteFX Network(*)\Current TCP RTT Average TCP round-trip time (RTT) detected in ms

\RemoteFX Network(*)\Current UDP Bandwidth UDP Bandwidth detected in bits per second (bps)

\RemoteFX Network(*)\Current UDP RTT Average UDP round-trip time (RTT) detected in ms

\RemoteFX Network(*)\Loss Rate Loss percentage

\RemoteFX Network(*)\Retransmission Rate Percentage of packets that have been retransmitted

\RemoteFX Network(*)\TCP Received Rate Rate in bps at which data is received over TCP

\RemoteFX Network(*)\TCP Sent Rate Rate in bps at which data is sent over TCP

\RemoteFX Network(*)\UDP Received Rate Rate in bps at which data is received over UDP

\RemoteFX Network(*)\UDP Sent Rate Rate in bps at which data is sent over UDP

Relevant RDSH/AVD/Win365 Perf Counters





Performance Counters

• Get-Counter -ListSet "Processor"

• (Get-Counter -ListSet "Processor").Paths

• (Get-Counter -ListSet "Processor").PathsWithInstances

• Get-Counter -Counter "\Processor(_Total)\% Processor Time" -SampleInterval 2 -

MaxSamples 3

• $CounterList = "\Processor(_Total)\% Processor Time", "\System\Processor Queue Length", 

"\Memory\Available MBytes", "\Process(_Total)\Working Set", "\PhysicalDisk(_Total)\Disk 

Read Bytes/sec", "\PhysicalDisk(_Total)\Disk Write Bytes/sec", "\PhysicalDisk(_Total)\Disk 

Transfers/sec", "\PhysicalDisk(_Total)\Current Disk Queue Length", "\System\Context 

Switches/sec", "\System\Processes“

• Get-Counter -Counter $CounterList -SampleInterval 1 -MaxSamples 20

• https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.diagnostics/get-counter

PowerShell
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• The most severe limitation of Get-Counter are the localized 

counter names

• There are two API functions you can use to convert localized 

counter names to id numbers and vice versa

– Get-PerformanceCounterId takes a localized performance counter name 

and translates it to a language-agnostic id number

– Get-PerformanceCounterLocalName does the opposite and translates the 

id number to the appropriate local name

Dealing With Localized Counter Names

https://powershell.one/tricks/performance/performance-counters

https://powershellmagazine.com/2013/07/19/querying-performance-counters-from-powershell/
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Localized Perf Counter Names



Localized Perf Counter Names

Perflib\CurrentLanguage\Counter

on a system with English (United States) language

Perflib\CurrentLanguage\Counter

on a system with German language

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Perflib\CurrentLanguage



Localized Perf Counter Names

• Unfortunately, many “localized” counter IDs do not work with Get-Counter

• And the decimal separator – period (.) or a comma (,) – depends on the locale…

• …as does the 1000 separator (expect big fun with CSV files)



• GPU Performance Counters

– 3D (rendering)

– Video Decode

– Video Encode (NVIDIA) / Video Processing (AMD, INTEL)

– Dedicated Memory (Frame Buffer)

• Network Performance Counters

– \Network Interface(_Total)\Bytes Received/sec

– \Network Interface(_Total)\Bytes Sent/sec

• User Session ID – Auto-Detect

What Perf Counters are missing?



Conclusions



• Side-by-Side RDP is the new mainstream, classic RDP is legacy

• If remoting clients exhibit screen artifacts, AI may help

• RDP bandwidth consumption depends on remote desktop size  

and visibility on the endpoint device

• Noisy neighbors on multi-user AVD increase app response time

• Localized RDP performance counters can break TypePerf or 

PowerShell monitoring

Conclusions



Call to Action

info@eucscore.com

NOTE: The EUC Score toolset is free for  

community benchmarking tests when the 

results are made freely available to the public

https://eucscore.com

If you want to learn more about 

EUC Score, send me an email

https://eucscore.com/


EUC Score Links

• Blog articles: https://drtritsch.com

• Toolset documentation: https://docs.eucscore.com

• Test Methodology: https://eucscore.com/methodology.html

• Simload Gallery: https://eucscore.com/gallery.html

• Test Results (Sync Player): https://eucscore.com/results

• Terminology (Glossary): https://eucscore.com/terminology.html

• Lab Equipment: https://eucscore.com/equipment.html

Home Page Freeware Download

https://eucscore.com https://eucscore.com/freeware
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